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1
Decision/action requested

It is proposed to approve the changes in clause 5.2.9 for inclusion in TS 33.501.
2
References

[1]
TS 33.501
3
Rationale

The security requirements for UP data sent on gNB-internal interfaces should generally inline with the protection UP data between UE and gNB.  For example, if UP data confidentiality is not used between UE and gNB (i.e. between UE and CU which is the UP termination point in gNB), there is no security benefit of confidentiality protection of UP data on the gNB-internal interfaces.  Furthermore, if UP data is already protected between UE and CU, the additional confidentiality protection between DU and CU is also of no security benefit, but an overhead burden on the gNB-internal interface.  Therefore, the confidentiality protection of UP data on the gNB-internal interfaces should not be mandatory. 
On the integrity aspect, it is a little different.  If there is no integrity protection for the UP data between DU and CU, there is potential for a DoS attack against the UE where UP data could be modified over the DU-CU interface and cause the UE processing this incorrect or useless data needlessly thus wasting UE resources. Therefore, it is proposed to have the UP integrity and replay protection mandatory on the DU-CU interface. 

The pCR below includes the changes described above. 
4
Detailed proposal

It is proposed to approve this pCR to TS 33.501 [1]. 
***** First Change *****

5.2.9
Requirements for gNB DU-CU interfaces

1.
Due to split deployments, signalling traffic or user plane data may be sent on gNB-internal interfaces. Signalling traffic sent on gNB-internal interfaces shall be integrity, confidentiality and anti-replay protected.

2.
User plane data sent on gNB-internal interfaces should be confidentiality protected.
3.
User plane data sent on gNB-internal interfaces shall be integrity and replay protected.
***** End of Change *****

